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Declaration on the Protection and Processing of Personal Data in Compliance with the GDPR
With this document, we hereby provide you with the information on your rights related to the processing of your personal data by the SIPNET eu s.r.o. company (the Controller).
The company SIPNET eu s.r.o. (the Controller) processes the personal data of clients, business partners, and suppliers solely for the purpose of developing its commercial activities and of meeting the associated legal and contractual obligations, or of acting in its legitimate interests, respectively. 
The company SIPNET eu s.r.o. (the Controller) hereby declares that it processes personal data with the utmost respect to the nature of such data, to its protection, and to the purpose of its processing, and that it processes it in compliance with Regulation 2016/679 (GDPR) of 27 April 2016, the General Data Protection Regulation (“GDPR”) and with other valid legislation.
Controller of Personal Data
The Controller of the personal data, i.e. the entity that determines the purposes and means and decides on the processing of your personal data, i.e. the personal data of clients and business partners, is: 
SIPNET eu s.r.o.
T.G.Masaryka 859/18
360 01 Karlovy Vary
Company Registration No.: 284 68 074
Registered in the Company Register administered by the Regional Court in Pilsen under File No. C25487
Contact information: www.sipnet.net, cz@sipnet.net
Data Protection Officer
The company SIPNET eu s.r.o. has designated Mr Alexander Smal as the Data Protection Officer (DPO), and you can contact him at the e-mail address smal@sipnet.ru. 
Purpose of Personal Data Processing  
The SIPNET eu s.r.o. company processes your personal data and stores it solely for the purpose of concluding and fulfilling business contracts. Furthermore, it processes data for purposes of maintaining records on the company’s revenues and expenses, payments received, and financial management, as given by legislation treating taxes and accounting. 
Categories of Personal Data Processing 
The SIPNET eu s.r.o. company processes the following categories of personal data of its clients:
• Identification information of the client,
• Contact information of the client,
• Operational and financial information of the services ordered by the client.
Legal Basis of Personal Data Processing
The legal reasons for personal data processing are:
• the processing is necessary for fulfilling contracts concluded between the client (the data subject) and the SIPNET eu s.r.o. company (Art. 6 paragraph 1 letter b) of Regulation 2016/679).
• the processing is necessary for carrying out the measures adopted prior to concluding the contract with the client (the data subject) and the SIPNET eu s.r.o. company (Art. 6 paragraph 1 letter b) of Regulation 2016/679).
• the processing is necessary for meeting the legal obligations of the Controller (Art. 6 paragraph 1 letter c) of Regulation 2016/679).
• Other receivers of personal data may be our partners (providers of specifically negotiated services supplied to the SIPNET eu s.r.o. company) in case of contractual obligations for ordering said specific services.
Principles and Rules of Personal Data Processing
The SIPNET eu s.r.o. company processes personal data in compliance with Regulation 2016/679.
We only process the data that we necessarily need for the provision of our services and for the obligations stemming from contracts, and whose processing is dictated by legislation or that we need for reasons of the legitimate interests of the SIPNET eu s.r.o. company.
We store up-to-date personal data, and we store, process, and delete the data in a safe manner. We protect personal data from being lost, from being misused, and from unauthorised access.
We process the personal data manually and using automated systems directly by our employees, or eventually by hired processors. 
In the SIPNET eu s.r.o. company, the protection of personal data is technically and organisationally secured in compliance with the valid legislation. 
The data is collected and processed only for the designated, clear, and legitimate purposes. The data processing does not take place in a manner that would not follow these purposes. 
Only such personal data that are absolutely necessary for the stated purpose are collected and processed. 
Other Processors of Personal Data
As a rule, we do not provide your personal data to parties outside of the SIPNET eu s.r.o. company except for cases when: 
• we have your consent to do so, 
• we must do so because of legislation (e.g. in cases when authorities investigating crimes request it), 
• our legitimate interests authorise us to do so,  
• the labour-law, wages, and IT services agendas are ensured by an external subcontractor. 
Data That Is Not Processed
The SIPNET eu s.r.o. company does not have access to localising data nor to IMEI mobile phones; it does not have access to information about individual mobile connections (except for the amount of transferred data), nor the content of data connections, or to the contents of SMS and MMS messages that are sent or received. 
The SIPNET eu s.r.o. company does not have any legal or technical means of accessing such data. Therefore, the SIPNET eu s.r.o. company is not the controller of localising data and of the operational data on data connections.
Period of Personal Data Storage
• Personal data processed based on the consent with processing (in accordance with Art. 6 paragraph 1 letter a) of Regulation 2016/679) are deleted without undue delay after the data subject withdraws their consent with the processing.
• Personal data are deleted after the period of 4 years after the contractual relation is terminated, or eventual before this date if the warranty period given by law ends and all obligations and claims have been taken care of.
• Data on billing and payments are stored for the periods given by the Accounting Act (563/1991 Coll.), in accordance with the Value-Added Tax Act (235/2004 Coll.), and in compliance with other related legislation.
Rights of the Data Subject
As the data subject, you have the following rights that you can exercise towards us as the Controller in relation to your personal data, and which is processed by the company SIPNET eu s.r.o. In the case that we process some of your personal data based on your consent, you have the right to withdraw this consent with the processing of said personal data at any time. 
• The data subject has the right to receive confirmation on the (non-)processing of their personal data from the Controller of the personal data, and also has the right to access the personal data pertaining to data subject.
• The data subject has the right to request that the Controller of the personal data rectify or complete the personal data pertaining to data subject in the case that they are inaccurate or incomplete.
• The data subject has the right to request the deletion of their personal data by the Controller of the personal data without affecting the legality of the processing of their personal data prior to submitting this deletion request. Such personal data that is processed by the Controller on the basis of Art. 6 paragraph 1 letter a) of Regulation 2016/679 - processing necessary for the meeting of contractual obligations, on the basis of Art. 6 paragraph 1 letter b) of Regulation 2016/679 - processing necessary for carrying out measures adopted prior to concluding the contract, on the basis of Art. 6 paragraph 1 letter c) of Regulation 2016/679 - processing necessary for fulfilling legal obligations that pertain to the Controller, and on the basis of Art. 6 paragraph 1 letter f) of Regulation 2016/679 - processing that is in the legitimate interests of SIPNET eu s.r.o. cannot be deleted prior to the end of the mandatory storage period.
• The data subject has the right to request that the Controller restrict the processing of the personal data pertaining to the data subject.
• The data subject has the right to object to the processing of their personal data by the Controller.
• The data subject has the right to transfer their own personal data from the Controller of the personal data to another controller.
• The data subject has the right to withdraw their consent with the processing of their personal data without affecting the legality of the personal data processing prior to withdrawing consent.
• The data subject has the right to file a complaint with the supervisory authority, which in the Czech Republic is the Office for Personal Data Protection.
The Office for Personal Data Protection
Company Registration No.: 708 37 627 
address: Pplk. Sochora 27, 170 00 Prague 7 
Tel.: 234 665 111 
web: www.uoou.cz
Obligation to Provide Personal Data
The provision of the specified personal data of the data subject is necessary for fulfilling the contracts concluded per the request of the data subject - it is not possible to provide the service without giving such information (one cannot identify the client or identify the person of the client in compliance with the Electronic Communications Act No. 127/2005 Coll.), and it is not possible to bill payments for services.
Information on Automated Decision-Making, including Profiling
The Controller of the personal data does not use automated decision-making or profiling when processing personal data.
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